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When Cybercriminals Strike: A Step-by-Step Guide for
Indian MSMEs to Report Digital Fraud

Tagline: "Reporting Fraud Isn't Defeat—It's the First Step Toward Justice."

The morning started like any other at Rajesh's printing business in Pune—until he noticed X2
lakhs missing from his business account. A frantic call to the bank revealed the money had
been transferred to an unknown account the previous night. The worst part? The transaction
used Rajesh's own UPI PIN—one he never authorized.

This wasn't just theft—it was cyber fraud. And Rajesh's story is frighteningly common. Indian
MSMEs lose an estimated X25,000 crores annually to digital scams, phishing attacks, and
online financial fraud. Many victims stay silent, either out of embarrassment or because they
don't know where to turn.

But here's what every small business owner needs to understand: Reporting cybercrime
isn't just about recovering losses—it's about protecting your fellow entrepreneurs and
making the digital ecosystem safer for everyone.



The Critical First 24 Hours: What to Do When You Spot Fraud

Time is your greatest enemy—and ally—when dealing with cybercrime. Every minute counts
when trying to freeze transactions, secure accounts, and gather evidence. Here's exactly
what to do when disaster strikes:

1. Don't Panic—Document Everything
The moment you suspect fraud, start recording details:
e Screenshots of suspicious messages or transactions
e Copies of phishing emails (with full headers if possible)
o Timestamps of when you noticed the issue
e Any unusual account activity
This documentation will become crucial when filing reports.
2. Immediate Financial Damage Control
If money has been stolen or accounts compromised:
e Call your bank's 24/7 helpline—Most have dedicated fraud departments
o Freeze affected accounts—Prevent further unauthorized transactions
¢ Change all passwords—Including email, banking, and business accounts

Banks can often reverse transactions if reported within 72 hours under RBI's fraud
protection guidelines.

3. Secure Your Digital Premises

Assume the breach goes deeper than what's obvious:
e Scan all devices for malware
e Check for unauthorized remote access tools
¢ Review employee access privileges

Many attacks use compromised accounts to spread through entire networks.

Where and How to File Official Complaints

India has multiple channels for reporting cyber fraud—each serving different purposes.
Smart businesses use them all to maximize chances of recovery and justice.

1. Local Police Station (FIR is Mandatory)



Contrary to popular belief, you don't need to go to a cybercrime cell first. File an FIR at your
nearest police station immediately. Bring:

e Printed copies of all evidence
e Bank statements showing fraudulent transactions
e Details of how the fraud occurred
Insist on getting a signed copy of the FIR—this is crucial for bank claims and insurance.

2. National Cyber Crime Reporting Portal (https://cybercrime.gov.in)

This government portal allows online filing of complaints with these advantages:
e 24/7 accessibility from anywhere
e Direct escalation to appropriate agencies
e Option for anonymous reporting

The portal handles everything from financial fraud to social media hacking.

3. RBI's Banking Ombudsman

For financial frauds involving banks or payment apps, file a complaint with the Banking
Ombudsman within 30 days. This often speeds up investigation and refund processes.

4. CERT-In (Indian Computer Emergency Response Team)

For sophisticated attacks targeting business data or systems, report to CERT-In. They
specialize in:

o Network breaches
¢ Ransomware attacks

e Corporate email compromises

Navigating the Aftermath: What Most MSMEs Don't Know

Reporting is just the beginning. The real challenge often comes in the weeks that follow:
Working With Investigators
Cybercrime units are overburdened. Help them help you by:

¢ Maintaining a single point of contact in your company

e Providing requested documents promptly

¢ Not pestering for daily updates

Insurance Claims


https://cybercrime.gov.in/

If you have cyber insurance:

e Notify providers within policy timeframes

e Keep meticulous records of all expenses related to the breach

e Understand what's covered (many policies exclude social engineering fraud)
Customer Notification
If client data was compromised:

e Consult legal counsel on disclosure requirements

e Prepare clear communication explaining what happened

e Offer support (like credit monitoring if financial data leaked)

Prevention Through Reporting: Why Your Action Matters

When Rajesh reported his fraud, investigators found the same scam had hit 12 other MSMEs
in Maharashtra. The pattern led to arrests and prevented further losses. This is why
reporting matters—even if you don't get your money back.

Every reported case:
¢ Helps authorities identify emerging scam patterns
¢ Warns other businesses about new threats

e Pushes banks and platforms to strengthen security

Building a Fraud-Resilient Business Culture

The harsh truth? Most MSMEs get targeted multiple times. Use the experience to strengthen
your defenses:

o Train employees to recognize phishing attempts
¢ Implement two-factor authentication everywhere possible
e Conduct quarterly security audits
e Share fraud alerts with other local businesses
You're Not Alone in This Fight
Cybercriminals rely on silence and shame. Break the cycle by:
o Talking openly about your experience

e Joining MSME cybersecurity forums



¢ Advocating for better fraud protections

The digital marketplace should empower small businesses—not expose them to predators.
Every report filed makes that vision more realistic.
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